J\Fgg PROFESSIONAL SERVICES

The JFrog Professional Services team of DevSecOps engineers, architects and project managers are here to partner with you to accelerate your DevSecOps journey in
order to achieve your organization’s desired outcomes and goals.
This document outlines the major phases the Professional Services Team can assist you with to better leverage the JFrog Platform to Secure Your Software Supply Chain.

The JFrog team, along with the relevant stakeholders, will work with you to do the following:

Preparation & Discovery

Identify Champions and Stakeholders:

Select key members from Development, Security, and DevOps
teams to be your organization’s Champions who will help
facilitate the adoption, training, and support within their teams.

Set up and configure JFrog Security:
 Configure JFrog Security.

 Set up integrations with IDEs, Backstage, CI/CD tools, GitLab,

and repositories.
* Build reports based on customer needs.

Define Security Policies:

« Develop and implement security policies for different needs.

 Set up automated scans for vulnerabilities, secrets, and
misconfigurations.

JFrog's hybrid, universal, multi-cloud DevOps platform is available as both self-managed and SaaS services on a number of cloud service
provider platforms. JFrog is trusted by millions of users and thousands of customers, including a majority of the Fortune 100 companies that

Training & Onboarding

Train & Enable Your Organization’s Designated Champions:

Provide in-depth training sessions on JFrog's platform features
and benefits. This includes providing hands-on workshops that
focus on specific team needs (Development, Security, DevOps).

Train Developers:

 Conduct training sessions on integrating JFrog Advanced
Security into the development workflow.

* Provide assistance with using JFrog tools within IDEs and
CI/CD pipelines.

Train the Security Team:

* Train the security team on defining and enforcing
security rules.

* Provide an overview of specific use cases to illustrate
JFrog's security capabilities.

depend on JFrog solutions to manage their mission-critical software delivery pipelines.

Security Deployment & Rollout

Pilot JFrog Projects:

* Run pilot JFrog Projects to test Security. Build and test a
new tenant onboarding playbook.

« Collect feedback and make the necessary adjustment
(e.g. policy fine-tune).

Rollout:
« Enforce JFrog Security across all applicable projects.

« Ensure all teams are using JFrog Security tools effectively.

Monitor and support:

* Build Security Reporting.

* Monitor usage and performance.

* Provide ongoing support and troubleshooting.

Documentation:

Assist with Internal documents for onboarding,
enablement and alignment purposes.
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Review And Optimize

Performance review:
« Regularly review security and usage reports.
+ Define actions based on review outcomes.

Continuous Improvement:

 Collect feedback from stakeholders and team and
leverage data to drive continuous improvement.

* Provide updates to training materials and processes
based on new features and updates
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